LA S I O L BB R L N B B I I B I I R I R R I R
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Datc:  Tuly 10, 2001

PROCEEEIMNG PROCEDMIRES FOIL CAGES SUDTECT TO
10U.S.C. 986

1. BACKGROUND

This Operating Instroction further implements the appended Deputy Secretary of Defense
June 7, 2001 Memorandum “Implementation of Restrictions on the Granting or Renewal of
Security Clearances as Mandated by the Floyd D. Spence National Defense Authorization Act
for Fiscal Year 2001.” A portion of the Floyd D, Spence National Defense Authorization Act

amended Title 10 of the United States Code lo add Section 986, wiich places restrictions on the
granting or renewal of scewrity clearances by the Department of Defense (Enclosure 1).

2 RESPONSIBILITIES

a. Personnel Security Specialists assigned to the Special Actions, Policy and Review
Livision (3AFKL?) m Athmgton, Virgina, and to the Personnel Security Division (PSDY) in
Columbus, Ohio, are responsible for the initial identificarion of those case files covered by 10
U.5.C. 986. When forwarding a case [ile to Department Counsel for legal review or draft of a

Staternent of Reasons (SOR}, security specialists shall include reference to 10 11.S.C. 986 (as
provided for in subparagraphs 3.a. or 3.b, below).

b. Department Counsel, in coordination with the security specialists, are responsible
for the final legal determination as to whether the SOR should cite 10 U.S.C. 986.

. Security specialists are responsible for identifving cases in the case tracking system
that are datermined, in coordination with Department Councel, to be subject to 10 T1.8.C. 084,

d. Whenever SORs are issued citing 10 U.5.C. 986, the Administrative Support Division
shall provide the Applicant with a copy of Enclosure 1.

¢. Administrative Judges are responsible for initial resolution as to whether or not 10
U.5.C. 986 applies to the facts of the case.

1. Inthe event of an appeal raising an issue as to the applicability of 10 U.5.C. 986,



tho Appesl Roard io reoponeible for final recclution of the issue.

£, Inthe evem of a final determination that 10 TLS.C. 986 applies to the facts of a case,
the Director is selely responsible for the discretionary degision as to whether to recommend to
the Deputy General Counsel {Legal Coumnsel) that 10 ULS.C. 986 should be waived by the

Secretary of Defense.

3 SOR FORMAT

Cases pending issuance of an SOR:

a. If facts of a case are covered by either provision (¢) {1) of 10 U.S.C. 986 {which
disqualifics persons with convictions and sentences of more than one year), or provision (c) (4)
of 10 (1.8.C. 986 {which disqualifies persons who have been discharged or dismissed from the
Armed Forces under dishonorable conditions), the SOR should allege those facts as a normal
SOR would and then use the following language as a separate subparagraph under Guideline It

Due to the facts alleged in subparagraph { ], 10 U.S.C. 986
disqualifies you from having a security clearance granled or
renewed by the Department of Defense. 10 U.S.C. 986 also

provides that, in a menitorions case, the Secretary of Defense may
auithiorice an exceplivn b s probibiion, Stould yuu coes

do so, your response may include information which would
support consideration of such a waiver. A copy of 10
ULB.C. 986 is attached.

b, If {acle of a cace aro covered by either provision {) {2} of 10 TT.8.C. 084 (whirh
disquakifies persons who are unlawflul users of, or addicted to a controlled substance), or
provision (¢) (3) of 10 U.8.C. 986 {which dizgualifies persons whe have been determined to be
mentally incompetent), the SOR should allege the facts as a normal SOR would and then use the
following language as a separate subparagraph under the appropriate Guideline (H or 1}

Due to the facts alleged in subparagraph [ ], 10 U.S.C. 986
disqualifies you from having a secuily clearance granted or

renewed by the Department of Defense. A copy of 10 U.S.C. 986
is attached.

Cuses in which the SOR has afready been issued:

c. Ifthe case has not yet been forwarded to an Administrative Judge, Department
Counsel shall move to amend the SOR using the paragraph format provided in subparagraphs

3.a. ar 3.b. above, a5 appropnate. Departinent Lounse! shall provide Applicaint with a capy of
Enclosure 1.



d. Ifthc casc has alrcady been forwarded to an Administrative Judge, the
Admmistrative Judge shall issue a swo spoate amendment 1o the SOR using the SOR paragraph
format provided in subparagraphs 3.a. or 3.b. above, #s uppropriate. The Admimistrative Judge

shall provide the Applicant and Department Counsel with a copy of Enclosure 1 together with
the amendment and allow 20 days for the Applicant to respond.  After receipt of the Applicant’s
ancwer tn the Amended 80R, the Applicant and Departmment Couneel chall be given a

reasonable time to supplement the record regarding the application of 10 U.S5.C. 986 and whether
or net circumstances merit a waiver, if appropriate.

Waiver recommendations

e Ifan Admimstrative Judge issues a decision denying or revoking a clearance
solely as a result of 10 ULS.C. 986, the Administrative Judge shall include without explanation
cither the statetnent “I recommend Torther consideration of this case for a waiver of 10 T.8.C.
986 or *I do not recommend further consideration of this casce for a waiver of 10 U.S.C. 986.”

f. If the Appeal Board 1ssues a decision denying or revoking a clearance solely as a
result of 10 11.5.C. 986, the Appeal Board shall include without explanation cither the statement
“The Appeal Board recommiends consideration of this case for a waiver of 10 U.S.C. 9867 o1

*“The Appeal Board decs not recommend consideration of this case for a waiver of 10 ULS.C
9R6.”

g. Inany casc in which Administrative Judge, or Appeal Board in the event of un appeal,
recommends consideration of a waiver of 10 U.5.C. 984, the Director shall within his sole
discretion determine whether or not to forward the case to the Deputy General Counsel {Leual
Counsel) for further consideration of a possible waiver of 10 UL.S.C. 986 by the Secretary of

Dretones together with such rationale ae may be roggrcsted
Counsel).

Deputy Gonerol Counocel (Legal

4ot

n/ “ Sthachter

Enclosure (1)



Enclasure (1)

DEPLTY SECRETARY OF DEFEMNSE

101 BEFENSE PENTAGDN
WASHINGTON, DC 203011000

JUN 7 30

MEMORANDUM FOR SECRETARIES OF THE MILITARY DEPARTMENTS
CHAIRMAN JOINT CHIEFS OF STAFF
GENERAL COUNSEL OF THE DEPARTMENT OF
DEI'ENSE
INSPECTOR GENERAL OF THE DEPARTMENT OF
DEFENSE

DIRECTOR, ADMINISTRATION AND MANAGEMENT
DIRCCTORS OT TIE DEFEMSE AGEMCIES

DIRECTORS OF THE DOD FIELD ACTIVITIES

SUBJECT: Implementation of Restrictions on the Granting or Renewal of Secutity
Clearances as Mandated by the Floyd D. Spence National Defensc
Authorization Act for Fiscal Year 2001

This memaorandum provides pelicy puidance for the implementation of
Section 1071 of the Floyd D. Spence National Defense Authorization Act for Fiscal Year
2001, which amended Title 10, United States Code, 10 add a new section that precludes
the initial granting or renewal o a sequrity Clearance Dy the Deparuneni of Defime wder
the four spectiic circumstances set forth below, The attached revised adiudication
guidelines implement this provision and supplement the Adjudicative Guidelines for
Determining Eligibility for Access to Classiiied [nfurmation withic DoD. They shall be
applied uniformiy ta all sccurity clesrance and access determinations made by DoD and
e Components

The statutary mandate applies to any Dol officer or cmplovee, officer, directar, or
employee of a DoD conwactor, of member of the Army, Navy, Air Farce, or Marine
Corps on active duty or in ar active status, who is wnder consideration for the issummee or

continuation of eligibility for access 1o classified information and who falls under one or
more of the {ollowing provisions of the statute:

{17 has been convicted in any court of the United States of a erime and
sentenced to imprisonment for 2 term exceedmp one year;
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(2) is an untawful user of, of is addicted to, a conirolled substance (as
defined in Sectiom 102 of the Controlled Substances Act

{21 1LS.C. B02));
{3) is mentally incompetent, as determined by a mentai heatth professional

approved by the Department of Defense; or
{43 has been discharged or dismisscd from the Armed Forces under
dishonorable conditions.

The ststule also providvs Ml he Secielary of Delvues aud the Soviclaiy ol the
Military Departmem concemed may authorize a waiver of the prohibitions conceming
convictions, disemiasals and dishonorabie discharges from the armed forces in meriterious
cases. Within 60 days from the date of this memorandum, all addressees with the
responsibility for granting or denying security clearances or other classified accesses in
DoD shall submit to the Assistant Secretary of Defense for Command, Control,
Communications and Intelligence (ASD(C31}), procedures for considering meritoricus
cases and for submitting them ta the Secretary concerned. The ASD{C!) shall
voordinate with all addressecs 1o ensure uniform procedures and will be the fead agency
for implementation of this policy within DoD,

Attachment | 15 general guidance for implomenting this swumre within DroD.
Atlachments 2, 3, and 4 represent revised copics of the adjudication guidelines,
promulgated by the Special Assistant to the President for National Security Affairs in
March 1997 pursuant to Execcutive Order 12968, pertaining to criminal conduct, drug
invelvement and cmetional, mental and personality disorders. The guideling for eriminal
rrmchier applies 10 convicttons in hath Stare’and Federal conrts, including courts-martial.

This policy in this memorandum constitutes a change 10 Dol 5200.2-R and will be
included in the next revision.

Altachments: M ﬂ
Az gtated



CRITERIA FOR IMPLEMENTING THE PROVISIONS OF 10 U.5.C, 986 IN ALL DOD
DETERMINATHINE FOR ACCESS TO CLASSIFIED INFORMATION

#  The following applies when implementing the revised DoD sdjudication gnidelines at

Attachments 2, 3 & 4:

s Provision (1) disqualifies persons with convictians in both Siate and Fadern) courts,
inclading UCMI offenses, with senlences imposed of more than one year, repardless of
the amount of tine actwally served,

» T'repnsion (2} does not change the substance of the cxisting adjudication guidelines
relative to current drug imvolvement. Anyone who 15 currenitly an unlawful uger of, or
adiheted to, a controtled substanee iz not sonsidered eligible for a stoonty clearance;

s Provision (3) does not change the substapce of the adjudication gridelines lor etnotivnal,
mental, or personality disorders. Anvone who is found to be mentally incormpatent

{incapable of safeguarding classified information) by a credentizled mental health
professional approved by Del? 15 nol considércd eligible for a zecunity clearance;

» Provigign {1} dicqaalifres parsone who have been diecharged or diemissed from the
Armmed Forees under dishongrable conditions. This provision has been incorporated in
the cntminal conduct gnidelineg;

# The stame provides that the Secretary of Defense or the Secretary of the Military
Department concernad may authorize a waiver to provisions { 1) and (4) in a meritorious case
and Lhat such waiver cases shall be reported 1o the Committees on Armed Setvices no fater
than February 1 each vear for those pranted during the prior vear. This waiver anthority may
not be delegated and does not epply 10 provigions (2) and (3);

& Al military memhers, active diby. rererve, or national ynard are congidered 1o he cnvered hy
thie policy for the purpose of implementing the statie within DoD;

* The decision as ie whether a particular case involves » mentoricus csse that wouold justify
pursiing a request for waiver shall be the provinee of the Dol Component concerned (i.e. all
Components authoqised 1o grand, deny or revoke acccss to classified information} beginmng
with the Director of the Componee] Ceniral Adjuttieation Faeling [CAR), the Component
appellule authority or siher appropriate senior Component official;

¢ Persons with existing clearances or accesses for whem 2 periodic reinvestigation or regquest
for investigation rmay reveal a previous, favorably resolved issue involving ome of more of

the fonr statarory provisions, regardlcss of the prestnee or sheence of subsequen
Aoqualifring iosvss, are pubjeet to the proviciona of this pteruie;



Because of the need to develop a complete recard upon which to evaluate whether a case is
covered by provisians {23 or (3} and whether 2 waiver of provisions (1) or {4) of the stantory
provvisinne ie mertarimig, atl cases poatentially covered hy the statute shall be fally
investigated and adjudicated in accordance with current Exceutive Onder and DoD Directive
and Regulatory geidance, including applicable due process procedures;

When a decision 35 ismed {staterment of reasons (SORY) by 2 CAF denying or revoking a

sceurity clearance in a case involving pravisions {1 & 4) of the stalute where a waiver is
allowed in mentodons eaoen, the 2O muct inform the subject al e wiiver provasion,

provide a copy of the siztote, and advise that any appeal to 1he spplicable appellate authonty
may include information which would suppor consideration of a waiver under the stanute;

If (he result ol the custent process, without consideration of the slatute, would be to grant or

renew the security clesrance of someone covered by provisions (1) and (4), the suthority
responsible for making that declsion may recommend 1w the Swutkuy uf Deleuse w dic

Secretary of the Military Department concerned, that the case menils a waiver;

A brief sumnmary of all waivers submined to the Secretary of Deftnse or the Secretaries of
the Military Departments will be provided to the DASD{S&I0), OASDC3I) on a guarterly
basis, 1o armive by the 13" of the month following the end of each quarter of the calendar

veur. Each summary, &s a unmum, should mclode relerchics 1o the pIovision myolved ()
or (4)), the nature and date of the offense, the sentence imposed, the mentarions eircumstance
cited in support of the waiver aud the resull of the request. QASD{C3I) will compile the final
report to Congress by Febtuary 1 lor the previous calendar vear in coordination with General
Counsel of the Department of Diefense. Ouarterly reporting will be effective for the first full
calencar vear quarter following the date of this memorandunz,

The guarterly summary shall alee includs the number of eoses which, under normal
circumstances, would have otherwise resulted in a favorable adjudicative outcome but did net
due te the imposition of the siatwory pmvisinns;

This policy does nol spply 10 conversipns/transfers/reinstatements of current Dol security
clearumess, including transfers of clearances of emiployees within the Department of Delense,
clearances of employees who fall undet the National Industral Security Prugram, and
transfers of clearances to the Drepartment of Defense of emplayees coming from other
Federal agencics. The policy does apply to all initial daterminations 4o grant clearances or
accesyes and determinations to continue clearances/accesses following a reinvestigation,
in,r:ludins hath pericdic reinvectigations and muvectigatione imitiated e other reasone:

The policies contained in this memorandum apply to all pending cases in which z final
decision has not been jesued as of the date of this memorandum.



GUIDELINE H

Dyus Involvement

The Concerm:

a. Improper or illegal involvement with drugs raises questions regarding an individual's
willingness ot ability to protect classified information, Trrug abuse or dependence may impar
pocial or cecupational funenomng, MCresic the sk ol an wiravlhosised discleowres of elocoified
informarion.

b. Drugs are deflued a5 mead and behavio:-altering substances, and inciude;

{1) Drugs, materials, and other chemical compounds identified and listed in the

Conteolled Subctonces Aot of 1070, ae mrmended (=g, marjusns or casnakin, deproceante,
narcotics, stimulants, and hallucinogens), and

{2] Inhalants and pther similer substances.

v. Idrug abusc is Lhe illegal uee of a drop or ues of 2 legal drug in a manner that deviates
roimn npprgv-u—d medical droatron.

Candirions thar conld raise a security concern und may be dixgualifping includer
a Any drug abuse (see above definition};'

b. IMlegal drug possession, including cultivation, procereing, manafacture, purchage, eule,
or distribution;

£. Diagnosis by a credentialed medical professionad (e.g., physician, clinical psychol-
ogist or peychiainst) of dmg abuse or drog deprodence;

J. Braluation of dg abusc or dmg dependencs by o liceoasd clinicel socin} werker whe
is 2 staff meomber of 2 recepnized drup troatment program,

e. Failure to successfully complete 8 drug treaiment program prescribed by a cre-
dertialed medical professional. Reecent drug involvemetit, especially following the granting of a

security ¢learance, or an expressed intent not 1o discontinue use, will almost invariably result in
an unfavuralle decein i,

' Under the pravisions af 1§ U.5.C. P36, any person who i5 an wnlawtil user of, ot s addicted to, a contralled
subziance 95 defined it section 102 of the Conmalled Substances Act (21 LLS.C, 802), may not be grantesd ol have

ITHTwWEl LIS WSy e Clasxiied muTTmEno.



Conrditions that could mitigate securify concerns inciide:
a. The drug involvement was not recent;
b. The drug involvenent was an isolated or aberrational event,
¢. A demonstrated inient not to abuse any drugs in the fulare;

d. Salisfactory completion of a prescribed drog treatment program, inchading
rehalititation and aftercars requireracnto, without reourrence of abuge, and a favorable prognosis
by a credentialed medical professional.



GUIDELINE 1

Etotional, Mental, and Personality Discriers

The Cencern: Emotional, mental, and personality disurders cun cause a significant
deficit in an individoal's psychalogical, secial and cccupational functioning. These disorders are
of sccurity concern because thoy may indicare a defect in judgment, relisbility, or siability. A
credentialed mentat health professional {e.p., chinical psycholugist or psychiatrist), employed by,

apceptahle to or approved by the government, should be utilized in evalusting potentially
isguastifying amd wiligatiug information fully and properdy, and particnlarly for eonsulletion
with the individual's mental health care provider.

Conditiens that could raise g securlty concern and may be disgnalifping include:

a. An opinion by a credentinled mental hoalih professional that the individual has a
condition or realms Bl ey bndivele g defoul iu judgoea, roliahility, or ambilit)';l

b. Information that suggests thet an individua) has friled to follow appropriste medical
advice relating to treatment of a condition, e g., failire to take prescribed medication,

¢. A pattern of high-risk, irresponsible, aggressive, wnli-social or spolivnally unstahie
behavlor;

d. Information that sepgests that the individual's current behavior indicates a defect in s
ot her judgment or rchability.

Condirions that could mitizate security concerns include;

a. There is no indication of a corrent problem:

b. Recent opinion by & credentialed mental health professional that an individual's
previous emotional, mental, o7 personality disorder iz cured, under comtral or in remisgion, and
has a Jow probuhilily of recurrence of exacerbation;

. The past eotional insabilily was a temporary condition (¢.g., one caused by a death,
illncss, or marital breakup), the situafion has boen resolved, and (he individval is no longer
emotionally unstable,

"Under the provisions of 14 10.5.C_ 986, any porson who s mentlly incontpetent, as determined by 3 eredentizied

mental health profestional approved by the Depanment of Lzfense, rouy not be granted or have renewed ter access
10 ¢lasgifed information



GUIDELINE J

Criminal £ onduet

The Concern: A history or pattem of criminal sciivily creates doubt aboul a person's
judgement, reliability and trustworthiness.

Conditions that couwld raise g security concern and may be disynalifying include:

a. Allsgations or admisaiona of conunal conduct, regardless of whether the parsen was

formally charged;
b. A single scrious crime or multiple lescer offenses;

. Canvictian in a Faderal or State courl, incleding a court-martial of @ crime and
sentenced to imprisonment for a ferm exceeding ote year;'

i Discharge ov dismissal from the Armed Forces under dishonorable conditions;*
Cunditiors that vowdd mitigale xecurtly vorcesns inciude;
4. The cnmmsi behavior was not recent;
b. The crime was an isolated inodent;

c. The persom was pressured or coerced into committing the act and those pressures are o
longer present Ln that persen's life;

. The person did not voluntarily commit the agt andfor the factors leading 1o tie vivlation are
not likely to recur;

e, Acguitlal,

f. There is elear evidence of successfol rehabilitation.

& Poreptially disqualifying conditions c. and d., above, may not be mitiguied unless, where

meriiarions circumstances exdist, the Secrevary of Defense or the Secretary of the Military
Nenorimant cancornsd kag pranted a8 waiver,

' Under the previsions of 10 U.S.C. 986 {P.L.106-398) a person who bas been convicted in & Pedera) or State
cour, icluding courls marfial, and seateneed ko imprisonment for a wrem eaceeding ope yeer, mey not be gramted

of havc renewed access e classified information. [n a meriotious case. the Secretary of Defense or the Secrewary
at the Millary Uepariment coneerned, may aulhoriFe a warver of tus prohtbnon.

2 Tnder the above meniioned stamte, a person who has teceived a dishoporable discharge or hay been dismissed
fram the armed forces may not be granted or have repewed avcess 10 dassified informanion. The same waiver
Provision oisc applies.



Smith Amendment {Report & Bl Languatge)

Limitalion on granting of security clearanees {sec. 1071}

The Senate amendment contsined & peesdslon lrae. 1074} that weald prahihit
any officer, emplnyee, or contracter ol the Department of Delense, or any member of the
armed forces, rom receiving B secomily clearance if that person: (1) has been convieted
i any court within the United Stales and sentenced to imprisotment for a term
cxeceding 1 ycar; {2) 13 an unlawful user of, or addicted te any conirolle) sabsiance; [3)
is currenily mentally incompetenl; or (4) has been discharged {rom the armed fBrces
under dishonorable comditions.

Tha Howee bil contalned no ainaila proelslu,

The House recedes with an amendment thal would authorize the Secretary of
Defense or the secretaries of the ollitary departiments to waive this provision in
merilorions eases fur persong who would otherwise be prohibiled from roceiving a
security elearance. (p. 853§

EEC. 1472, LBITATION ON GRANTING OF SECURITY CLEARANCES,
fn) I CrwEral — Thapder 458 af titla 11 Heited Slatae Mads, iv omonded by adding at the

ertel the follmoing neo section:

"'} 986. Security clearances: limitations
o) Frorremon.—= After ihe date af the anactinent of i'eis seclion, the Department of
Defense may nol grant or rengw a security cloarance for a persore to witom this seolion
upplies who ts described i subsection fc),

“fb) CoVERED PERSONS ~— This sectinn apples to the following perscna;

YEE Ao nffirer ar mplogee af the Raped ment af Hafanea,

“I2) A member qf the Ay, Nawy, Atr Force, or Marine Corps wha is on activg dufy or is in
o aciine sffus.

73 Ar officer or employes of a contractor of the Departmertt of Defense,

"o} PERsons DSEUALFTER FROW BEws GRANTED SECURITY CLEARANCES.— A person 1S described
in this subsection i any of the following applies to thot person:

{1} '1he person hos been convicted in any court of the United Siaies of a crime and
cserttenrs ] ta irmnrsanmen? far o tetm eyeneding ona yane

“{2] The person g are urdadiful wser of, or is eddicted to, a confrolled substounces fas
defined tn section 102 of the Controlled) Sabmsiluness Act 121 U.S.C 5020,

"{3) Thr person is mentally incompetend, as determined hy a mental health professtomnea!
appraed by the Bepartment of Defense,

“f4) The persan Rme beon discherged or dismiseed from the Armed Forees under
dishonoroble condinons,

el A . — Inon mertariace 2aee, the Becretory of Dioferioe or the Secratarny of
the mifitary department concerned may mitharize oo eveeptionde.the.ponhibitiog in
subsection {@) for a persun descohed.in poreqraph (1) or (4] of subsection [z). The authorily
under the preceding sentense may et be delegated,

“Te) ANl REPORT.— Not lofer than Febreary | each pear, the Secretariy of Defense shall
suhmtt o the Committees on Armed Sendces of the Senate and House gf Representotives
a report identifying each walper issued under subseclion {d} duning the preceding year
with an saplnnation for aach snea of the dicqualififing faster in cubacstion i) thatl spplisd,
and the reasen for the waiter of the disgeeodifieolien,,

{b) CLERNAL AMENDMENT.— The luble of sections at the beginning of seclt ol wepier iy
amended by additg oi the end the follouwsing new den:
VSRE. Seeurifyr elonmances: {imiloations. "




